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Background

The US Presidential Inauguration is scheduled for Monday, January 20, 2025, at the US Capitol Building
in Washington, DC, where President-elect Donald Trump and Vice President-elect JD Vance will be
sworn in at 12pm, local time at the West Lawn. The Inaugural Parade will commence shortly after the

ceremony, running from the US Capitol, along Pennsylvania Avenue and ending at the White House.
Samdesk’s analyst team has produced the following inauguration day

Violent or disruptive protests: High

Terrorist attacks: Medium

Cyberattacks: Medium

See the below analysis for more detail.

Analysis
Protesting

Protesting is expected nationwide throughout January. Planned demonstrations for January 20

include:


https://5951192.fs1.hubspotusercontent-na1.net/hubfs/5951192/Briefs/What%20is%20a%20threat%20assessment_%20.pdf

J . Coined a “nationwide mobilization,” is planned in at least across
the US
. could see at least 50,000 attendees. In 2017, this march saw roughly
attending various rallies across the US
s demonstrations. Rallies are planned in Washington, DC, Cleveland, OH, Chicago, IL,

Seattle, WA, Houston, TX, Lancaster, PA and Detroit, Ml

. is planned for January 19 at at 3pm, local
time. The arena holds ; therefore, large crowds are expected

At least groups have requested permission to protest in the Capitol, although most

permits have been . Additionally, those accused of participating in the January 6 Riots have also

to attend the inauguration, with the Department of Justice arguing against these

requests due to the potential risk to the DC community and local officials.

The risk of clashes between protesters and counter-protesters is probable, with a high threat level
assessment. Heightened law enforcement response is expected to reduce the risk of violent clashes in
the Capitol dependent on crowd size, however large demonstrations in other US cities could be at

greater risk of escalation with fewer police resources.

Security Plans

The 2025 US Presidential Inauguration is designated a National Special Security Event (NSSE). Therefore, the United
States Secret Service (USSS) is the lead agency for the design and implementation of its security plan and will work
alongside local law enforcement to protect and respond to the event. Secret Service Washington Office's Special Agent
William McCool has stated that the public should expect for the upcoming
inauguration. Security measures are expected to be similar to the 2017 inauguration where at least

were devoted to upholding security during the event. Preparations for this year indicate crowds of at least 500,000, in
addition to the invitation of several world leaders, including Chinese President Xi Jinping, Argentine President Javier
Milei, and Salvadoran President Nayib Bukele. The has confirmed outgoing President Joe Biden and First

Lady Jill Biden will attend the ceremony.

On January 20, security screening gates will open at 6am, local time, followed by performances at 9:30am and
opening remarks at 11:30am, leading to the swear-in ceremony at noon, per . Ticketed
guests are required to go through "airport style" security at the gates and must adhere to strict rules regarding

prohibited items.


https://www.answercoalition.org/we_fight_back
https://www.answercoalition.org/we_fight_back
https://www.mobilize.us/mobilize/event/742704/
https://www.britannica.com/event/Womens-March-2017
https://www.britannica.com/event/Womens-March-2017
https://uscpr.org/pro-palestine-protests/
https://www.nbcwashington.com/news/local/trump-victory-rally-coming-to-dcs-capital-one-arena-before-inauguration-day/3803645/
https://www.google.com/maps/place/Capital+One+Arena/@38.8965514,-77.0255319,741m/data=!3m2!1e3!5s0x89b7b78e3df735f3:0x5a5404ce68d96304!4m6!3m5!1s0x89b7b78e4f5f6873:0x75cc04db1e11f711!8m2!3d38.8981675!4d-77.0208568!16zL20vMDJybTdi?hl=en&entry=ttu&g_ep=EgoyMDI1MDEwMS4wIKXMDSoASAFQAw==
https://www.newsweek.com/donald-trump-dc-rally-inauguration-2008834
https://www.washingtonpost.com/dc-md-va/2024/11/07/peoples-march-washington-trump-inauguration-dc/
https://abcnews.go.com/US/capitol-police-warn-post-election-violence-risk-jan/story?id=115538717
https://www.cbsnews.com/news/trump-inauguration-january-6-defendants/
https://www.cbsnews.com/news/trump-inauguration-january-6-defendants/
https://www.washingtonpost.com/dc-md-va/2024/11/13/trump-inauguration-january-6-dc-security/
https://www.npr.org/2017/01/15/509721596/security-will-be-massive-at-trumps-inauguration
https://www.usatoday.com/story/news/politics/elections/2024/10/30/biden-inauguration-attendance-trump-kamala/75945658007/
https://washington.org/DC-guide-to/presidential-inauguration-washington-dc

After being sworn in, Trump will go on a ceremonial parade on the East Front Steps of the Capitol down Pennsylvania
Avenue from the US Capitol to the White House at 3pm, local time. The major thoroughfares through downtown DC
will almost certainly be closed for the inauguration, along with several bridges to the city and many metro system
stations. The National Park Service (NPS) has set a partial closure of Lafayette Park and along the White House

sidewalks for public safety through February 2025.

Terrorism

Whilst intent is considered high, due to comprehensive security measures, the threat level of attacks
occurring at official inauguration events or within the security perimeter on January 20 is deemed low.
Attacks outside the security perimeter with fewer security measures implemented (e.g., local hotels,
nearby amenities, protesting crowds) is considered a medium threat. Also note that there are non-
ticketed parade viewing areas (National Mall, west of 4th Street NW) that are open to the public and

may not be subject to enhanced security.

The threat continues to be characterized primarily by lone actors or small cells favoring traditional forms of attacks
such as gunfire into crowds, pipe bombs, and vehicle ramming. Attackers continue to use accessible weapons and
leverage online platforms and encrypted communication to share novel tactics and techniques collaboratively.
According to the government buildings such as the White House, the National Mall, the
DC Central Detention Facility, the Department of State, the Department of the Treasury, the Department of Justice,
the headquarters of the FBI along with apolitical venues like sports events and concerts, are likely to be targets for

extremist attacks. Trump's properties could also be potential targets for attacks, as demonstrated by the deliberate

detonation of a Tesla Cybertruck outside of the in Las Vegas, Nevada. Recent attacks and
foiled plans include an election-day mass shooting planned in Oklahoma by targeting “large groups of
people”, the fatal vehicle ramming attack on New Year's Day in , and the arrest of a man for bringing a
machete and knives past a screening point at the in Washington, DC.

There have been two assassination attempts during Trump'’s presidential campaign. The first attempt occurred at
July's campaign rally in Butler, , and another in September at Trump's . Multiple
members of Trump's cabinet nominees and White House picks have also been subjected to violent threats. Extremists
have also used online messaging to increasingly promote the and of ideological opponents. At least
nine people were targeted with suspected “swatting incidents,” including , Congresswoman

’

, , and Ohio Secretary of State

Hoax bomb threats impacted polling centers nationwide during the election, primarily targeting swing states ,
, , Wisconsin, and Michigan, and prompting to polls. The FBI states that

these threats appeared to “originate from Russian email domains.”


https://www.counterthreatcenter.com/post/metropolitan-risk-assessment-washington-dc-faces-ongoing-concerns-from-ideological-threats-to-upcom
https://dash.samdesk.io/incident/677570b684de28d5e710f1cf
https://www.nbcnews.com/news/us-news/isis-k-foiled-election-day-terrorism-plot-us-officials-say-rcna175566
https://dash.samdesk.io/incident/6775134f356b81671955f080
https://dash.samdesk.io/incident/677ede01a2ae72f099cb2377
https://dash.samdesk.io/incident/6692fbd3e0e86153ee2d0b3c
https://dash.samdesk.io/incident/66e7215ab355a71c1c2d3955
https://www.theguardian.com/us-news/2024/jan/01/congress-members-swatting-branndon-williams
https://rollcall.com/2018/10/05/court-documents-detail-doxxing-of-senate-republicans/
https://dash.samdesk.io/incident/67474964135f2f14ce0bc4a9
https://dash.samdesk.io/incident/67474ef1135f2f14ce0bcc93
https://dash.samdesk.io/incident/674756a13ecd95cad2720452
https://dash.samdesk.io/incident/67576be5ce42587c6ce457fc
https://dash.samdesk.io/incident/676202687648ba1528981cd4
https://dash.samdesk.io/incident/672a944b2fe467a3b10bfd44
https://dash.samdesk.io/incident/672ab7671e6b70a495acd944
https://dash.samdesk.io/incident/672ac7f61e6b70a495acebf8
https://www.nbcnews.com/politics/2024-election/hoax-bomb-threats-made-dozens-polling-locations-swing-states-rcna178889

Cybersecurity Threats

Cyber attacks involving the inauguration could include cyber espionage, ransomware, malware,

phishing, and distributed denial of service (DDoS) attacks.

Threat actors may introduce malware to exploit the high volume of air traffic due to the inauguration
to disrupt operations at Washington DC area airports. reports that air traffic
systems at the Ronald Reagan Washington National Airport and Washington Dulles International
Airport will be vulnerable to such attacks due to their proximity to government infrastructure. Insiders
may be exploited to gain unauthorized access to critical networks and systems to compromise physical

security during the inauguration.

Adam Isles, former Deputy Chief of Staff at the Department of Homeland Security, cyber
threats posed by domestic groups should be the primary concern at the inauguration in light of the US
Capitol Riot on January 6, 2021. ,a
hacktivist attempted to orchestrate a DDoS attack by encouraging people to help “take down”
WhiteHouse.gov. Attempts to disrupt broadcasts relating to Trump have also been prevalent in foreign
hacktivist groups. For example, , RipperSec, a Malaysian pro-Palestine hacktivist group,
conducted a DDoS attack targeting X to disrupt a broadcast of an interview between Elon Musk and
Trump. While such groups can disrupt broadcasts during the inauguration, the overall impact on

operations will remain minimal.

While it is likely that such actors may conduct similar attacks during this inauguration, their impact is
due to the government's enhanced cyber resilience resources. As a result, the threat level of a

cyberattack from domestic threat actors is low.

Foreign actors have previously conducted attacks against critical infrastructure in the days leading up
to the inauguration. Notably, in , two Romanian citizens were arrested for illegally
accessing 123 computers linked to the Metropolitan Police Department’s surveillance cameras to
distribute ransomware during the January 2017 inauguration.

Despite the sophisticated nature of the attack, its impact was minimal as authorities secured the

cameras before the inauguration.

Nation-state actors elsewhere in the US while attention is focused on the

inauguration. In March 2020, SolarWinds software supply chain was attacked by


https://www.counterthreatcenter.com/post/metropolitan-risk-assessment-washington-dc-faces-ongoing-concerns-from-ideological-threats-to-upcom
https://www.bankinfosecurity.com/biden-inauguration-defending-against-cyberthreats-a-15772
https://www.darkreading.com/cyberattacks-data-breaches/protesters-called-to-join-inauguration-day-ddos-attack
https://dash.samdesk.io/incident/66be07c53bd351a6b0f14b32
https://blog.cloudflare.com/exploring-internet-traffic-shifts-and-cyber-attacks-during-the-2024-us-election/
https://www.justice.gov/usao-dc/pr/two-romanian-suspects-charged-hacking-metropolitan-police-department-surveillance-cameras
https://dash.samdesk.io/incident/67213e21194f43c38ea793ae
https://www.ncsc.gov.uk/collection/ncsc-annual-review-2021/the-threat/solarwinds
https://www.ncsc.gov.uk/collection/ncsc-annual-review-2021/the-threat/solarwinds

. Similarly, since May 2024, members of the
have successfully conducted spear-phishing campaigns and compromised
accounts of officials and advisors for the 2024 presidential campaigns. While have been
conducted around the election period, they have not targeted presidential inaugurations in the past.
Nation-state actors possess the capabilities and intent to disrupt operations during the inauguration;
however, attacks have not previously been conducted on this day. Therefore, the threat level of an

attack from foreign threat actors is medium.

Opportunistic cybercrime groups often use high-profile , events, and individuals as content for
spam messaging and phishing campaigns. They will likely exploit the inauguration to conduct phishing
campaigns for financial gain. While the impact of such attacks can be mitigated by avoiding malicious
links, if the victim's device becomes affected, they may incur financial loss or identity theft. The intent
of such groups conducting an attack is high, and the threat level of an attack from opportunistic

cybercrime groups is also high.

Therefore, the overall threat level for cybersecurity attacks impacting the inauguration is medium.
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Event Proceedings

Security gates open
6am EST

Performances and music
9am EST

Opening remarks
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Swearing in ceremony
12pm EST

Inaugural parade
3pm EST

Hashtags

#lnaugurationDay
#Trump2024
#Trump2025
#Jan20

#MAGA
#January20
#DonaldJtrump
#DonaldTrump
#lnauguration2025
#POTUS
#POTUSA47
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What we mean when we say:

Unlikely Possible Likely Probable Almost Certain
<20% 20-45% 45-70% 70-95% > 95%

Resources

X List Key Social Media
Inauguration X List (Public view) Donald Trump
Joe Biden

Emergency Assistance

Washington, DC, Mayor Muriel B
Police/Fire/Ambulance: 911 ashington, L%, Mayor Muriel Bowser

DC Police Department
DC Fire and EMS

Non-emergency police: 311
Poison Control Center: 1-800-222-1222

Federal Bureau of Investigation: 202-324-3000 ﬁlherttljgc itol Poli
FBI Washington Field Office: 202-728-2000 ¢ PRoTrones
Rumble

U.S. Secret Service: 202-406-5708 )
Donald Trump Truth Social


https://x.com/i/lists/1871274028729524596
https://x.com/realDonaldTrump
https://x.com/JoeBiden
https://x.com/MayorBowser
https://x.com/MayorBowser
https://x.com/DCPoliceDept
https://x.com/dcfireems
https://x.com/AlertDC
https://x.com/CapitolPolice
https://rumble.com/
https://truthsocial.com/@realDonaldTrump
https://5951192.fs1.hubspotusercontent-na1.net/hubfs/5951192/Briefs/us_presidential_election.pdf

U.S. Secret Service Washington Field Office: 202- YouTube Live
406-8000 Reddit Washington, DC
Homeland Security: 202-282-8000 TikTok

D.C. Emergency Management Agency: 202-727-6161

Metro Transit Police: 202-962-2121

D.C. Office of Unified Communications: 311

Protests Inauguration Day

CODEPINK Inaugural Parade

Answer Coalition https://washington.org/inauguration
https://wefightback2025.0rg https://inauguration.dc.gov/

The People's March https://washington.org/

The People's Forum https://www.nps.gov/

Palestinian Youth Movement https://www.usa.gov/inauguration
US Palestinian Community Network https://www.inaugural.senate.gov/

Party for Socialism and Liberation
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https://www.tiktok.com/en/
https://x.com/codepink
https://x.com/answercoalition
https://x.com/answercoalition
https://wefightback2025.org/
https://wefightback2025.org/
https://www.mobilize.us/mobilize/event/742704/
https://x.com/PeoplesForumNYC
https://x.com/palyouthmvmt
https://x.com/uspcn
https://x.com/pslnational
https://inauguraltickets.com/inaugural-parade/
https://washington.org/inauguration
https://washington.org/inauguration
https://inauguration.dc.gov/
https://washington.org/
https://www.nps.gov/
https://www.usa.gov/inauguration
https://www.inaugural.senate.gov/
mailto:support@samdesk.io

